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Australians lost over $205 million to 
scams between 1 January and 1 May 
2022, a 166 per cent increase com-
pared to the same period last year, 
according to new data from Scam-
watch. The true losses to scams are 
likely to be much higher, as our re-
search shows that only around 13 per 
cent of people report their losses to 
Scamwatch. 

The majority of losses over this period 
have been to investment scams with 
$158 million lost, an increase of 314 
per cent compared to the same period 
last year. While the reported losses 
have increased the number of reports 
has reduced slightly, indicating that on 
average people reported higher indi-
vidual losses. 
 

Remote Access Scams 

Remote access scams try to convince you that 
you have a computer or internet problem and 
that you need to buy new software to fix the 
problem. The scammer will phone you 
and pretend to be a staff member from a 
large telecommunications or computer com-
pany, such as Telstra, the NBN or Microsoft. 
Alternatively they may claim to be from a 
technical support service provider.  

They will tell you that your computer has 
been sending error messages or that it has a 
virus. They may mention problems with your 
internet connection or your phone line and 
say this has affected your computer's recent 
performance. They may claim that your 
broadband connection has been hacked.  

The caller will request remote access to your 
computer to ‘find out what the problem is’.  

 

Many computer businesses use remote access software such as “Teamviewer”. 

I use it myself. You should only give access to people or businesses you know 

or have actually visited. 

The scammer may try to talk you into buying unnecessary software or a service 

to ‘fix’ the computer, or they may ask you for your personal details and your 

bank or credit card details.  The scammer may initially sound professional and 

knowledgeable—however they will be very persistent and may become abu-

sive if you don't do what they ask.  You don't have to be a Telstra or Microsoft 

customer to be called by these scammers. You don’t even have to own a com-

puter!  

Warning signs 
You receive a phone call out of the blue and the caller claims to be from a large 

telecommunications or computer company, or a technical support service pro-

vider.  

They tell you that your computer is experiencing technical problems and they 

need remote access to sort out the problem.  

They ask you to buy software or sign up to a service to fix the computer.  

They ask for your personal details and your bank or credit card details.  

The caller is very persistent and may become abusive.  

Protect yourself 

Never give an unsolicited caller remote access to your computer.  

Never give your personal, credit card or online account details over the phone 
unless you made the call and the phone number came from a trusted source.  

If you receive a phone call out of the blue about your computer and remote 
access is requested – hang up – even if they mention a well-known company 
such as Telstra. Telstra does not request credit card details over the phone to 
fix computer or telephone problems, and is not affiliated with any companies 
that do.  

Remember that you can still receive scam calls even if you have a private num-
ber or have listed your number on the Australian Government's Do Not Call 
Register. Scammers can obtain your number fraudulently.  

Make sure your computer is protected with regularly updated Internet Security 
package. I recommend & use Kaspersky Internet Security and it’s great value at 
only $99.00 for 2 year cover for three PC’s. You can purchase it from my web-
site by clicking here. 

 

https://www.donotcall.gov.au/
https://www.donotcall.gov.au/
http://technologytraining.com.au/index.php/internet-security-2/
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Hacking 

Hacking occurs when a scammer gains access to your personal 

information by using technology to break into your computer, mo-

bile device or network.   

Malware & ransomware - malware tricks you into installing soft-

ware that allows scammers to access your files and track what you 

are doing, while ransomware demands payment to 'unlock' your 

computer or files. Exploiting security weaknesses – weaknesses 

can include reused and easily guessed passwords, out of date anti-

virus software, and unsecured WiFi and Bluetooth connections.  

Payment redirection scams – if you are a business, a scammer 

posing as one of your regular suppliers will tell you that their bank-

ing details have changed. They will provide you with a new bank 

account number and ask that all future payments are processed 

accordingly. The scam is often only detected when your regular 

supplier asks why they have not been paid. Example: John updat-

ed supplier details and it ended up costing thousands.  

Once scammers have hacked your computer or mobile device they 

can access your personal information, change your passwords, and 

restrict access to your system. They will use the information they 

obtain to commit fraudulent activities, such as identity theft or 

they could obtain direct access to your banking and credit card 

details.  

Warning signs 

You are unable to log in to your computer or mobile device, or 

your email, social media and other online accounts.  

You notice new icons on your computer screen, or your computer 

is not as fast as it normally is.  

Files on your computer have been moved or deleted.  

Pop-up boxes start appearing on your computer screen. These 

may offer to help 'fix' your computer, or a simply have a button 

that says ‘close’.  

You have an unexpectedly large phone data or internet bill.  

You notice that amounts of money go missing from your bank ac-

count without any explanation.  

You suspect that your mobile phone number has been ported 

without your consent, after you notice that your phone is showing 

'SOS only' where the reception bars usually appear.  

Protect yourself 

Always keep your computer security up to date with a good Inter-

net Security package. Only buy a computer and Internet Security 

software from a reputable source. I sell Kaspersky Internet Securi-

ty software for $99.00. This covers you for 2 years and for 3 com-

puters. You may see the same program on the internet for $30. 

Don’t be tempted! It may work for a while then stop, or it may  

have spyware installed. It’s not worth taking the risk! 

Use your security software to run a virus check if you think 

your computer’s security has been compromised. If you 

still have doubts, contact your anti-virus software provider 

or a computer specialist.  

Secure your networks and devices, and avoid using public 

computers or WiFi hotspots to access or provide personal 

information.  

Choose passwords and PINs that would be difficult for oth-

ers to guess, and update them regularly. Do not save 

them on your phone or computer.  

Do not open attachments or click on links in emails or so-

cial media messages you’ve received from strangers – just 

press delete.  

Be wary of free downloads and website access, such as 

music, games, movies and adult sites. They may install 

harmful programs without you knowing.  

Visit Stay Smart Online for tips on how to protect your per-

sonal and financial information online.  

Have you been scammed? 

If you think you have provided your account details, pass-

port, tax file number, licence, Medicare or other personal 

identification details to a scammer, contact your bank, 

financial institution, or other relevant agencies immediate-

ly.  

I encourage you to report scams to the ACCC via the report 

a scam page. This helps to warn people about current 

scams, monitor trends and disrupt scams where possible.  

Spread the word to your friends and family to protect 

them.  

You will need to have your computer, tablet, iPad or 

smartphone completely wiped and everything re-installed. 

You data will need to be backed up. You will then need to 

show the repair invoice to your financial institution. 

If you need more information or would like advice on any-

thing please give me a call on 1300 136679 or send me and 

email googleapps@technologytraining.com.au. 

https://www.scamwatch.gov.au/types-of-scams/threats-extortion/ransomware-malware
https://www.scamwatch.gov.au/get-help/real-life-stories/john-updated-supplier-details-and-it-ended-up-costing-thousands
https://www.scamwatch.gov.au/get-help/real-life-stories/john-updated-supplier-details-and-it-ended-up-costing-thousands
https://www.communications.gov.au/what-we-do/internet/stay-smart-online
https://www.scamwatch.gov.au/report-a-scam
https://www.scamwatch.gov.au/report-a-scam

