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                In this issue: 

• Why am I receiving unwanted 

emails? 

         Missed a Newsletter?  Download back issues at  www.technologytraining.net.au/newsletters.html 

 

Why does anyone get spammed? 

Good question. Here are the most 

common reasons why: 

• You accidentally subscribed to 

a company’s newsletter. Remember 

when you visited a company’s new 

website or tested an app? And you 

breezed through the Terms & Condi-

tions? Then you clicked some more 

boxes until you could access the web-

site or mobile service. Well, you might 

have clicked “agreed” to get regular 

emails from them. 

You have posted your email on a 

public forum or website. Anyone or 

anything (read: bots) trying to scour 

the internet for email addresses can 

pick up what you write and include it 

in a list of emails used for message 

blasts. 

A company with details of your 

email was a victim of data breach. 
 

 

You may be using an app or you may have an account with a par-
ticular website. If ever those companies had a data breach, your 
email address is up for grabs to anyone who may need a list of 
emails. Worse, they may even have other personal information 
about you! (This is why it’s a good idea to get a cybersecurity soft-
ware capable of alerting you if any of your email accounts are ev-
er involved in a data breach.)  
 
You have clicked on a malicious email before. Sometimes, 
clicking on an email from an unknown sender can alert them that 
your email is active, making you more attractive for phishing 
scams. 

What are unwanted emails? 

Before we try to remove them from our inbox, let’s learn more 

about the most common types of unwanted emails: 

Spam emails: Also known as junk 
mail, most spam emails are sent in 
bulk to a list of subscribers, usually 
for promotional purposes. 

Forced or accidental sub-
scriptions:   

• When using a new app or website, the service may use cer-

tain tactics to  confuse you into agreeing to receive messages 

from them. 

Phishing emails: These malicious messages pretend to be mar-
keting emails but contain software capable of installing them-
selves on your device stealthily. The malicious software can then 
spy on your activities and even gather personal information about 
you. This can later be used for crimes such as identity theft. 

• Emails with no sender: Known to iOs users as ghost emails, 

these “no sender” and “no subject” emails may actually be a result 

of a system glitch. 

Unwanted personal communication: These are messages sent 
to you by someone you personally know, of which you have no 
intention of replying to. Maybe it’s an acquaintance asking for a 
loan or a past lover still trying to reach out. Either way, they’re 
cluttering up your inbox. 
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How do I stop spam emails permanently? 

Will spam emails eventually stop? Sadly, if your email 

address has been compromised in a data breach, as 

long as someone out there has the list with your email 

on it, they can always spam you. That is until you have 

an overall cybersecurity software capable of removing 

your email address from such databases, like Clario! 

However,  there are other ways to simply remove un-

wanted emails from your inbox: For marketing messag-

es, it is recommended you unsubscribe to the email. 

Legitimate promotional emails have an unsubscribe link 

at the bottom of their emailers. If you’re using Gmail, 

you can also find an Unsubscribe link beside the send-

er’s message. 

For non-marketing emails, the bad news is they may 

not even have this link. These non-marketing emails 

with spammy-looking titles and email addresses can 

even contain malware or ransomware. You may be en-

dangering your device by simply opening them. 

This is why you always have to be careful before open-

ing any unwanted email. Err on the side of caution and 

simply delete them or mark them as spam. 

Unsubscribe vs. filter unwanted emails 

So how do you know if it’s a legitimate marketing 

emailer or a spammy, dangerous email? There are tell-

tale signs to spot phishing emails, including an unclear 

or unprofessional-looking subject line. Headlines con-

veying a sense of urgency and danger in exchange for 

money (“You are in danger! Give money now!”) also 

scream “scam!” 

IT experts recommend you simply delete these emails 
or mark them as spam, even if they contain an Unsub-
scribe button. This is because when you click on Un-
subscribe, you are letting them know someone is ac-
tively using this email account. It means you might  

encourage whoever has your email to send you 

more junk messages. On the other hand, legit 

promotional messages use the official email of a 

company. For example, instead 

of BankABC@gmail.com, they may 

use Updates@BankABC.com. 

Can you block emails? 

Yes, you can block emails from unwanted send-

ers and subscription lists. The process is a bit 

different for each email provider and device but 

we’ll give you the step-by-step guide on how to 

do this: 

How to block emails on Gmail: 

Step 1: Open the message sent by the unwanted 

party 

Step 2: In the top right corner, click 

the More option or the three vertical lines 

Step 3: Click Block [sender] 

Step 4: Click on the Report as spam option if you 

want to report the message 

If you are an Android phone user, since your de-

fault email app is Gmail, you can also follow the 

steps mentioned above to block someone from 

your phone. 

Now, in case you want to unblock the sender, 

simply follow the same steps. Then, instead of 

clicking Block, click the Unblock button instead. 

 

 

 

In next months newsletter I will show you how to 

block unwanted emails on Outlook, Hotmail, Ya-

hoo and on your iPad. 

https://clario.co/blog/fix-relax/how-to-remove-ransomware/
https://clario.co/blog/live-secured/how-to-spot-phishing-email-scams/
https://clario.co/blog/block-unwated-emails/BankABC@gmail.com
https://clario.co/blog/block-unwated-emails/Updates@BankABC.com

