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What is a VPN? 

VPN stands for virtual private network. 

Have you ever been concerned about how 
private your online activity is? Worried about 
advertising trackers? Perhaps you’re trying to 
access web pages that are banned by your 
internet Service Provider (ISP) or govern-
ment? Or maybe you just want to watch mov-
ies on Netflix that aren’t available in your 
region. 
Using a VPN has many benefits, but what is 
one, exactly? 
Different types of VPN are available. It’s pos-
sible to set one up at home between two de-
vices; your employer might offer a VPN for 
remote working. But if you want to enhance 
your privacy, avoid censorship, and watch 
what you want on Netflix, then you’ll need to 
subscribe to a VPN service. Offering an en-
crypted connection between your computer 
and a server situated in any potentially hun-
dreds of locations, a VPN enables you to cir-
cumvent various location-based restrictions 
on your web browsing. Meanwhile, the en-
cryption protects your activity from commer-
cial surveillance with ad trackers. When used 
over a public wireless network, a VPN can 
even protect your data from cybercriminals. 
And because your activity is anonymized, 
websites typically cannot track your visits 
(unless you sign into an account). 

How does a VPN work? 
You start the VPN client (software) from your 
VPN service. This software encrypts your 
data, even before your Internet Service Pro-
vider or the coffee shop WiFi provider sees it. 
The data then goes to the VPN, and from the 
VPN server to your online destination — any-
thing from your bank website to a video shar-
ing website to a search engine. The online 
destination sees your data as coming from the 
VPN server and its location, and not from 
your computer and your location.  

 Without a VPN, when you browse the internet all of your data is 
out there in the open, and any interested party can peek at what 
you’re sending. The internet is a collection of servers responsible 
for storing websites and serving them to anyone who wants to view 
them. Those servers talk with each other all the time, including 
sharing your data with each other to ultimately let you browse a 
page. Great for you to be able to surf, but not great for privacy. 
Going online is like taking a commercial airline flight. The ticket 
agent, baggage handlers, security personnel, and flight attendants 
all need pieces of data to get you routed between cities. A similar 
exchange of information happens on the web. If it’s just a fun web-
site that you’re looking at then no need to worry. It doesn’t matter 
if someone sees your data. But if it’s online banking, business 
email, or anything else that’s a bit more sensitive — it’s a different 
story 
 

When you use a VPN service, your data is encrypted (because 
you’re using their app), goes in encrypted form to your ISP then 
to the VPN server. The VPN server is the third party that connects 
to the web on your behalf. This solves the privacy and security 
problem for us in a couple of ways: 
 

• The destination site sees the VPN server as the traffic origin, 
not you. 
 

• No one can (easily) identify you or your computer as the 
source of the data, nor what you’re doing (what websites you’re 
visiting, what data you’re transferring, etc.). 
 
• Your data is encrypted, so even if someone does look at 

what you’re sending, they only see encrypted information 
and not raw data. 

As you would imagine, such a scenario is much safer than connect-
ing to the web the traditional way. 

What are some of the reasons why you should be using a 
VPN? 
 
Browse the web securely on public WiFi 
You’re out shopping, stopping for coffee somewhere, or you’ve 
just booked into a hotel. You notice there is free Wi-Fi. The com-
mon reaction is to get online quickly, and start browsing the web, 
checking social networks, email… you know how it goes. 
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                  Why you need a VPN        
You’re out shopping, stopping for coffee somewhere, or 
you’ve just booked into a hotel. You notice there is free Wi-
Fi. The common reaction is to get online quickly, and start 
browsing the web, checking social networks, email… you 
know how it goes. 
The problem is that this is an extremely risky activity without 
a VPN: 
Your browsing is unencrypted, and unencrypted radio waves 
can be picked up by anyone. 
Malware from one laptop in the coffee shop could find its 
way to your device via the router. 
The free Wi-Fi on offer could be a trap—a fake internet con-
nection operating as the pleasant face of a phishing scam. 
Bear in mind also that legitimate free public Wi-Fi invariably 
demands person information from your for signing up. This 
is data that can be used to track you, and far from private. 
With a VPN installed, you overcome all three of these prob-
lems. In short, a VPN installed on your laptop, tablet or 
smartphone enables you to use public Wi-Fi securely. 
 

Is it legal to use a VPN? 
In a word, yes. But not always. First off, VPN as a concept is 
somewhat new in “legal years,” so not all jurisdictions have 
managed to keep up. This means that the rules are murky and 
can be interpreted in many ways. In overall, VPNs seem to 
be okay to use in most countries, especially in the US, Cana-
da, the UK, the rest of Western Europe. (Important! What 
matters here is your physical location when using the VPN.) 
Generally, VPNs are often not okay in China, Turkey, Iraq, 
United Arab Emirates, Belarus, Oman, Russia, Iran, North 
Korea, and Turkmenistan. 
 

I hear that you can watch overseas movies without 
location restrictions. 
Yes, this is correct. Where are you in the world? Do you 
want to watch something on BBC iPlayer? Perhaps you’re in 
the UK and want to catch the latest streamed releases on the 
US version of Netflix? Either way, location-based re-
strictions prevent you from doing that. While you can em-
ploy a browser-based proxy tool to fool the service into 
thinking you’re in a different country, these can often result 
in slow data streaming. 
Instead, you can employ a VPN and specify a “local” server. 
Most VPNs typically have dozens, if not hundreds of servers, 
that you can securely connect to and route data via. These 
servers are based around the world, so a computer in New 
York could connect to a server in the UK and catch the latest 
episode of Doctor Who the night it goes out via BBC iPlayer. 
 

What about government sensorship? 
Governments have the power to prevent you from accessing 
websites that you might need to use. Perhaps you live in an 
oppressive state, where certain materials or services are una-
vailable to you and your countrymen. Perhaps you need to 
communicate with the outside world, a message from an up-
rising, maybe. A VPN can be used to access the materials 
and services you need to use without any security apparatus 
being made aware. The data is encrypted, which means that 
every online action is private. They cannot be read. 

Can you save money shopping online by using a 
VPN? 
Yes, Amazing as it might seem, some online stores 
will display different prices for the same item, based 
on which country you’re browsing from. This could 
be anything from a handbag, shoes, new car, or even 
hotel rooms. This is clearly unacceptable for a con-
sumer to have to contend with. The solution, there-
fore, is to search for prices carefully, methodically 
switch VPN servers with each attempt, until the low-
est price can be found! It might take a bit longer, but 
if we’re talking about saving hundreds of dollars (if 
not more) then it will be worth the effort. 
 

I’ve heard that you can save money on overseas 
flights? 
 
It isn’t just accommodation in other cities that you can 
save money on with a VPN. Airfares can also be 
cheaper if bought from a different country. While the 
departure and destination locations remain the same, 
the country that you view the ticket vendor’s website 
from can be changed using a VPN. In one example, 
prices for the same plane ticket were cheaper via a 
Norwegian IP address than via a Malaysian IP. 
 

Automatic Encryption 
This might seem like something from some cyber-
crime movie or TV show, but a VPN client on your 
PC or mobile really can encrypt the data you ex-
change with remote websites and servers. Indeed, any 
online activity you conduct with a VPN app running 
and connected to a server will be encrypted. In effect, 
a secure, private tunnel is created for you to send your 
data through. This is how public Wi-Fi can be made 
safe and how data and browsing activity can be kept 
from the eyes of government censors. 
Every VPN service offers a client app. Through this, 
you choose the server you wish to use, and connect to 
it. All internet activity is routed via the virtual private 
network, ensuring privacy and security. Even if your 
data is intercepted, it will mean nothing to the hacker. 
 

Use a VPN for torrents and keep your activity 
private 
While BitTorrent peer-to-peer networking has been 
identified as a leading means of software piracy and 
copyright theft, the truth is that it is so widely used by 
legitimate services that it cannot be banned. Online 
games use P2P networking to download updates; as 
does Windows 10. But whether you’re torrenting le-
gitimately or not, you should be able to do so with 
privacy and security. With a VPN installed, you can 
keep your torrents private. Different VPNs have their 
own rules with regard to BitTorrent, and you might 
find that a service specifically catering to BitTorrent 
users is more suitable for you than a general VPN.  
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