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How to change when your computer sleeps. 

If you are using Windows 10: 

In the search bar on the bottom left of the Taskbar type” 

sleep” 

Click on the first result “Change when the PC sleeps” 

 

Here you can change the sleep settings. 
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              Microsoft Zero Day Bug  

Microsoft has moved swiftly to patch a major security flaw 

in all current versions of Word, used by millions of Australi-

ans.  The bug allows an exploit, known as 

the Dridex banking trojan, to gain access to a user's comput-

er.  Once access is gained, a hacker can then steal the users' 

personal banking details and passwords.  

Victims are affected by opening compromised Word docu-

ments sent to them via email with attachments that 

are loaded with the bug. The subject line in all cases report-

edly reads "Scan Data" and the attachments are named 

Scan_xxxxxx.doc", where xxxxxx is a random number.  

Scanned documents are sent via emails that commonly carry 

similar subject lines.  The targets were primarily in Australia 

and across numerous organisations. 

Targets for the exploit included millions of recipients primarily in 

Australia. Photo: iStock  

Dridex is a so called "zero-day vulnerability", which means 

that it was sent out with zero notice for Microsoft to create 

and implement a patch to thwart it. While 

most malware requires human intervention to activate it in 

a system, the Microsoft zero-day can run by simply opening 

the corrupted Word document.  

Testing has revealed computers infected with 

the malware to be "fully exploited" (exposed). It recom-

mended that "because of the widespread effectiveness and 

rapid weaponisation of this exploit, it is critical that users 

and organisations apply the patch as soon as possible".  

One of the reasons Dridex actors targeted millions of Aus-

tralian recipients [was] because they wanted to take ad-

vantage of the small window before it was patched.   

 

Sending it to Australian organisations early on 

Tuesday morning  11th April, Australian time/late 

Tuesday US time provided a longer window of pos-

sible exposure. 

A Microsoft spokesperson said: "[The vulnerability] 

was addressed in the April security update re-

leased on April 11, 2017.  Customers who applied 

the update, or have automatic updates enabled, 

are already protected.  

A similar exploit allowed hackers to steal more 

than £20 million ($33 million) from British bank 

accounts in 2015, the BBC reported.  

 What precautions should you take? 

If you receive a Word document by email and 
don’t know the person who sent it, DON’T OPEN 
IT. 

 It appears that attacks seen in the wild thus far 
can’t bypass the Office Protected View, which 
means enabling it may provide some extra protec-
tion. 

Use an anti-virus with an on-access scanner (also 

known as real-time protection). This can help you 

block malware of this type in a multi-layered de-

fense, for example, by stopping the initial booby-

trapped word file, preventing the Dridex down-

load, blocking the downloaded malware from run-

ning, and finding and killing off the Dridex malware 

in memory. 

Do I have to download the Microsoft patch or will 

it download automatically? 

This depends on whether or not you have auto-

matic updates activated.  You can check this by 

typing “windows update settings” in the search bar 

on the bottom left of the screen. 

If you are unsure, you can download the update 

from my website www.technologytraining.net.au 

and click on “Downloads”. You will see it listed at 

the top of the page.  There is a 32bit & 64bit ver-

sion available. 
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