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What is a Public WiFi? 

If you go to the airports coffee shops, on the train or other lap-

top-friendly spots, you'll find "Free Public WiFi."  

This allows you to connect to the internet for free using the es-

tablishment’s own network. This is very handy but you should 

take some precautions. 

If Windows knows it's accessing a public network, it will hide 

your laptop from other computers and devices. That provides 

significant, but not perfect, protection. So you have to make 

sure Windows knows you're on a public network, and you need 

to take additional precautions. When Windows logs onto a Wi-Fi 

network that it doesn't recognize, it will ask you how it should 

handle security. And if for some reason it doesn't ask, you can 

manually make it bring up the question itself. How it does this 

depends on your version of Windows.  Windows 7 

When you log onto a new network, Windows 7 brings up a large 

dialog box where you can declare whether it's a Home, Work, or  

Public network.  

If the dialog box doesn't come up, or you're not sure you 

gave the right answer, you should confirm that Windows 

knows it's a public network. Go to 

the Start menu's Search field, type 

network and, and select Network 

and Sharing Centre. Once there, 

you'll see the name of the network, 

and below that, the network type. 

The type is a link. Click that link, and 

you'll get to the same dialog box that was supposed to come 

up automatically.  Windows 8 & Windows 10 

When you log onto a new network, a panel will appear on 

the right side of the screen, asking if 

you want to find "PCs, devices, and 

content on this network." If it's a 

public network, select No.  

Make sure you're logging onto the 

right network. Double-check the 

network's name.  

http://www.pcworld.com/article/2043095/heres-what-an-eavesdropper-sees-when-you-use-an-unsecured-wi-fi-hotspot.html
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                Do I have to logout of websites? 
When logging in to a web service, a cookie is planted in 

your browser.  A cookie is a small piece of data sent from 

a website and stored in your web browser while you are 

browsing the internet.. Every time you open the website, 

the browser sends the cookie back to the server to notify 

you of you previous activity. 

This cookie has a unique ID 

value that identifies you while 

you're using the web service, 

and, possibly, when you come 

back later. If that identifier was 

stolen, the person possessing 

it could, possibly, use your ac-

count as if he or she was you.  

Logging out usually invalidates this identifier for both you 

and the adversary. Neither of you will be able to use the 

identifier to tell the web service, "Hi, I'm Terry Lindsay." 

That has the unfortunate side effect of forcing you to en-

ter your username and password again to login. So, what 

should you do? Well, it depends. Some sensitive web ser-

vices (banking, government websites, insurance compa-

nies, etc.) have a short session time. Other sensitive web 

services (like your email inbox, which basically controls 

almost all of your other accounts) don't really invalidate 

the session that often, but they apply IP address re-

strictions. If you use the same session from a different IP 

address, the session is invalidated. 

If you're using a public computer: log out. Any service 
you keep an account on should not be left logged in on a 
publicly accessible machine. 
 
If you're using a trivial unsensitive service: stay logged 
in. This applies only to throw-away, temporary accounts, 
such as internet radio, where giving away access is noth-
ing more than a nuisance. 
 
If you're using public wifi: log out. Since the network is 
inherently untrusted, there is one big obvious threat: ses-
sion cookie theft. It's possible that your session was hi-
jacked, and someone—either someone else on the net-
work, or the hotspot itself—stole your session cookie. If 
this was the case, you wouldn't know, but then you may 
not be able to really log out either.  
 

That said, third-party theft of just your session cookie is a 
valid threat, and explicit logging out prevents unlimited 
use. (Basically the damage may have been done already, 
but this stops it from continuing.)  

If you're using all-day applications: stay logged in. For 

services you use all day and want quick/easy access 

to—like Facebook, email, etc.—on your own private (or 

work) computer on a trusted network, it's a sensible 

trade-off to leave your browser logged in long-term. 

Lock your computer any time you step away, even to 

get a cup of coffee. Or lock your office, if you have a 

physical door that no-one else can get through . 

If you're using any application that uses HTTP basic au-

thentication (for example, many routers): log out, and 

close all browser tabs.  

You can protect your self by deleting cookies from your 

web browser. This differs slightly, depending on the 

type of web browser you are using.  To find out how to 

do it do a Google search. Eg. If you are using Internet 

Explorer as your web browser, type into Google “How 

to delete cookies in Internet Explorer”. 

 

 

 

 

 

 

Remember a Web browser is different to a search en-

gine.   

A web browser is considered a software application 

that allows people to access, retrieve and view infor-

mation on the internet.  The information that may be 

“browsed” can be in the form of text content on a web 

page, an image, video, audio etc.   The most popular 

web browsers currently in use are Firefox, Google 

Chrome, Internet Explorer, Opera and Safari.   

WHAT IS A SEARCH ENGINE? 

The main purpose of a search engine is to search for 

information on the Internet.  They are software pro-

grams that search for websites based on keywords that 

the user types in.  The search engine then goes through 

their databases of information in order to locate the 

information you are looking for. The main search en-

gines currently be used are Google, Bing, and Yahoo.  

http://lifehacker.com/5461114/fact-and-fiction-the-truth-about-browser-cookies
https://en.wikipedia.org/wiki/Web_browser

