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Can my smartphone get a virus? 

Why Are There So Many Infected Comput-

ers and So Few Sick Phones? . The answer 

lies in how you install software onto your 

device.  Generally speaking, if you want to 

install an app onto your phone, you will 

need to go through some sort of app store 

- such as Google Play for Android de-

vices or the App Store for Apple 

iPhones.  

When a developer signs up to submit an 

app to one of these marketplaces, they 

generally have to give up their personal 

information. When they submit their app, 

the code gets reviewed by the company in 

charge of the store. Only after a series of 

checks can an app be published in the 

store for users to download. Now let's 

compare this process to computer pro-

grams. I could write a program right now 

and post it online. Anyone could download 

and run it against the wishes of their anti-

virus and that's it. There's no review of the 

code, no need for the developer to give up 

their personal information. While this 

makes developing software easier, it defi-

nitely makes for software that is much 

more insecure and troublesome. However, 

even though there is a pretty rigorous re-

view process for apps, things can still get 

by the checks that the reviewers use. This 

has happened for every store and when it 

is discovered the app is generally removed 

right away.  

Another protection against malware in phones is that apps are kept separate from 

the main operating system. This makes it so the apps can't gain access to the oper-

ating system to make changes throughout.  Where things get sticky is when users 

jailbreak, or root their devices. Once they gain access to the inner functioning of 

their device, they can install programs that have access to the operating system, 

and install apps whose code hasn't been approved. While this action gives you full 

control of your device, and can give you some pretty awesome features that the 

manufacturer left out, it can expose your device to malware. So how safe is your 

smartphone? 

Android: Unfortunately Android is probably the least secure mobile operating 

system. Why, you ask? Well it's open source, meaning the code behind it is availa-

ble for anyone to look at. This makes writing malicious programs much easier. It 

would be like seeing into a lock as you were picking it. What makes this problem 

worse is the fact that the Android OS is so popular.  

Hackers know if they spend the time writing malware, they can attack a ton of de-

vices. Now while there are antivirus apps you can install on your Android device, I 

haven’t found them to be very effective. The best thing to do 

is to look at what permission access a specific app is looking 

for. If you’re downloading a fitness app, for example, and it's 

asking for access to your contacts and text messages, that’s a 

definite warning sign. 

iOS: iOS has been much more immune to malware simply 

because it is a closed system. However, don’t think for a minute that hackers 

aren’t trying to write Apple-specific viruses. If this is something you’re really wor-

ried about, the best way to thwart a would-be malware infection is to always read 

app reviews, and to not jailbreak your device.  

Windows and BlackBerry: Windows Phone and Blackberry are mostly shielded by 

their smaller number of users. In my research, I didn’t come across anything sub-

stantial in terms of malware for these devices. This could be a combination of the 

fact that they are less of a target (given their smaller market share) and the fact 

that they use closed operating systems. 

Here are a few tips for keeping your phone squeaky clean:  

1) If something looks fishy, don’t install it. 

2) Always download your app from the official store for your device.  

3) Keep regular backups of the information on your phone so that if you need 

to restore your phone, you can!  

 

            More on how you can protect yourself in next month’s newsletter. 
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What’s Uber all about?  

You may have heard about “Uber” in the press 

and wonder what it’s all about—Let me explain. 

To passengers, Uber is essentially synonymous 

with taxis, and to drivers, it’s basically a referral 

service. The Android, iOS and Windows Phone app 

connects riders with drivers using their phone’s 

GPS capabilities, letting both parties know one 

another’s location and removing the question of 

when the ride will actually arrive. In addition, the 

tech company also processes all payments in-

volved, charging the passenger’s credit card, tak-

ing a cut for itself (which ranges from 5% to 20%), 

and direct depositing the remaining money into 

the driver’s account, all in the background and 

completely cashless.  

Depending on availability, Uber also offers several 

different levels of service. The service’s lowest-

cost option, UberX, runs in everyday cars like the 

Toyota Prius. Uber Black is the company’s original 

service, costing a bit more but running in high-end 

town cars with professional drivers. Uber SUV is 

precisely what it sounds like, charging a premium 

for a larger vehicle. Uber LUX is the top-of-the-line 

option, operating in posh rides like Porsche 

Panameras and BMW 7 series sedans.  

Who drives for Uber?  

Uber requires that its drivers pass a DMV and 

background check. They also must have a current 

drivers licence,  their own car and it must be in-

sured.  So in essence anyone meeting this criteria 

can be an Uber driver.  So you could be a house-

wife at home cooking dinner, you receive notifica-

tion on your mobile phone of someone  

Requiring a lift. You pick them up from their location, drive them to there 

destination and pocket 80% of the fare for your trouble. 

In addition, the company has developed an Uber Taxi service that has 

been tested in multiple cities, and can be used by cabs (dependent on 

local regulations). But since UberX boasts rates that are 26 percent lower 

than taxis, on average, you can imagine this isn’t a fixture you’re likely to 

find next to the typical cab meter.  

Where does Uber operate?  

In 45 countries and cities from Abu Dhabi to Zurich, the company’s reach 

is staggering and its effect is unifying. If you know how to hail an Uber in 

Akron, Ohio you can also figure it out in TaiPei, Taiwan. Still, in the U.S., 

where regulations vary by city, county, and state, the service hasn’t been 

allowed everywhere.  

When does Uber Run?  

Uber fancies itself more as a platform and less as an employer, so that’s 

really a question for the drivers—and essentially, it’s an issue of demand. 

In a 24-hour-per-day city like Brisbane there’s always someone looking 

for a ride. But in smaller Uber bergs Logan, the app is likely a dead zone in 

the middle of the night. Still, if you fire up the app and can see a car on 

the map, there’s one nearby. Hail the ride and you’ll get a fairly accurate 

estimated time of arrival. This Uber feature is a major draw, and com-

pared to calling a taxi dispatcher and being given a rough estimate for 

arrival, there’s no surprise why the service is doing so well.  

Why is Uber so popular?  

Much more than a catchy name, Uber has managed to capture its share 

of the market through a great app, excellent social media marketing, and 

aggressive courting of drivers. The background technology is remarkable, 

connecting riders and drivers with a smooth interface that rarely reports 

errors.  Uber has also shown the ability to be a groundbreaking delivery 

service., However, it has been criticized for allegedly questionable tactics 

in trying to woo drivers away from Taxi’s  its major competitor.  

How much does Uber cost?  

That’s the magic question, isn’t it? The answer, generally, is “less,” but 

the math isn’t easy to explain. Each ride has a base fare, and then a per-

minute and per-mile charge is added on top of that. Just like with taxis, 

every city has a different price.  Fare estimates can be quoted in advance 

through the app, but additional charges like tolls and cleaning fees (for 

any unfortunate accidents) can also be added to the bill.  

In addition, operating on supply and demand principles, Uber’s pricing 

can be subject to “surge” pricing, which can increase the rates considera-

bly. According to Uber’s website, the company uses surge pricing to en-

courage more drivers to get out and drive during busy times. Critics, how-

ever, called it price gouging this past winter when rates increased by a 

factor of eight during a bad weather. For its part, Uber has since amend-

ed its policy, saying it will no longer charge surge rates during natural 

emergencies. But supernatural emergencies — like getting home after a 

Halloween party — those are still fair game.  


