
  

            Nov 2014 

 

                In this issue: 

           Scams (continued) 

More on sending large emails 

         Missed a Newsletter?  download back issues at  www.technologytraining.net.au/newsletters.html 

       Scams 

              Identity Theft 

 

 

 

 

 

 

 

Identity theft is a type of fraud which in-

volves stealing money or gaining other 

benefits by pretending to be someone 

else. Having your identity stolen can be 

both financially and emotionally devas-

tating.  Identity theft can occur in many 

ways—from somebody using your credit 

card details illegally to make purchases to 

having your entire identity assumed by 

another person to open bank accounts,  

take out loans and conducting illegal 

business under your name.  

How does it work? 

Identity theft works in a range of 

ways—from crude methods to well 

organised scams. Many of us have a 

wealth of personal information readi-

ly available—cards in our wallet, mail, 

public records, information saved in 

our computers and information post-

ed on social networking sites. Identity 

theft can happen easily and quickly. 

By leaving your personal information 

readily available, scammers will have 

easy access to this information. For 

example, scammers will pay people 

to rummage through rubbish tips and 

steal letters (‘dumpster diving’) to 

collect personal information. Howev-

er, despite your best efforts, a deter-

mined scammer can also create elab-

orate and cunning plans to trick you 

into providing your personal details. 

For example:  

 By sending an email that looks 

like it comes from your bank, 

financial institution or tele-

communications provider. 

Known as phishing scams, 

these emails are all about 

tricking you into handing over 

your personal and banking 

details to scammers. Most 

work by including special links 

in the email to take you to a 

combination of genuine and 

spoofed websites.  

 Phoney fraud alerts are similar 

to phishing scams where 

scammers trick you into hand-

ing over your personal details. 

A common fraud alert involves the scam-

mer pretending to be from your bank in-

forming you that your credit card or ac-

count has been cancelled because of suspi-

cious criminal activity (various excuses are 

used). They will then trick you to provide 

account details to ‘confirm’ your identity.  

 Bogus job opportunities are usually 

posted on job websites. The scam-

mer may use or sell your personal 

information provided in the job ap-

plication.  

How to protect yourself 

NEVER send money or give personal de-

tails to people you don’t know and trust.  

If you receive a call from your bank or any 

other organisation, don’t provide your per-

sonal details—instead ask for their name 

and a contact number. Check with the or-

ganisation in question before calling back. 

NEVER rely on a number provided in an 

email or click on the provided link—instead 

find the contact number through an inter-

net search or check the back of your ATM 

card.  

If you receive a request from a friend or 

family member stranded while on holiday 

asking you to transfer money to them, con-

tact them by phone or alternative contact 

to verify the request is genuine before 

sending any money or providing personal 

details.  

Regularly check your credit card and/or 

bank statements to ensure that suspicious 

transactions are detected.  

Shred all documents containing personal 

information, such as credit card applica-

tions and bank statements.  

Log directly onto websites you are interest-

ed in rather than clicking on links provided 

in an email.  

Always get independent advice if you are 

unsure whether an offer or request is genu-

ine.  

 

http://www.scamwatch.gov.au/content/index.phtml/tag/RequestsForYourAccountInformation
http://www.scamwatch.gov.au/content/index.phtml/tag/PhoneyFraudAlerts
http://www.scamwatch.gov.au/content/index.phtml/tag/JobEmploymentScams
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 Sending Large Emails (continued) 
The kinds of documents we generate have outpaced the 
means to cope for some technologies. Pop back in time to the 
1990s and you might have sent the odd Word document or 
image to a colleague. Maybe a decade ago you'd have fired 
the occasional MP3 someone's way (of your own recorded 
material, naturally). 

Today though, even fairly basic documents might include 

many embedded images, taking them into the dozens of meg-

abytes. And then there are movies, layered Photoshop docu-

ments, audio work files, and more. 

As mentioned in last month’s newsletter most email providers 

have a data limit on the size of emails that can be sent. 

Another method of sending large files over the internet is to 

use a file sharing service. 

An online file sharing service provides a way to store and ac-

cess information, such as documents, data, photos and video, 

in the cloud rather than storing the information locally on a 

device hard drive or removable media.   The advantage of 

online file sharing services, such as Dropbox, is that compa-

nies using the service do not have to support and maintain the 

data themselves. The information stored in an online file shar-

ing service can be accessed from any device that has an Inter-

net connection, including smartphones and tablet PCs, and by 

anyone who is given data access rights.  

Dropbox  

Dropbox is so popular that we're wondering if people might 

soon refer to 'Dropboxing' for file-sharing/online storage in 

the same generic manner as 'Photoshopping' for image ed-

iting. You get 2GB for free and can share folders or links to 

specific files, such as archives. You can buy extra space, from 

$9.99 monthly for 100GB. Dropbox's widespread support (in 

terms of first-party and third-party apps) adds to its appeal.  

Box 

Box echoes Dropbox in terms of sharing functionality, alt-

hough its free option provides a whopping 10GB of storage. 

The caveat is 250MB file-size limits, which can be eradicated 

by paying. Paid plans also provide collaboration options 

(including email notification regarding downloads and com-

menting on files), but the free option's great for secure ad-hoc 

sharing.  

Sugar Sync 

SugarSync is in some ways similar to Dropbox, although it ena-

bles you to back-up any folder to the cloud. From a sharing 

standpoint there are no size limitations beyond your accounts 

 size (60GB for the cheapest $7.49 per month option), and 

there are tools available for group collaboration and busi-

nesses.  

Mediafire 

One of the more mature entries in terms of collaboration, 

MediaFire gives you 10GB of space for free, limiting transfers 

to 200MB. Paying $2.49 per month adds long-term storage, 

makes sharing ad-free, and gives you a FileDrop uploader for 

people to send content to your account. Document editing is 

also available.  

We Transfer 

I like WeTransfer a lot. The free version is ad-supported and 

gives you registration-free 2GB transfers as often as you like. 

Each upload stays live for seven days. But buy Plus ($199.00 

annually) and you get 5GB optionally password-protected 

transfers, and 50GB of long-term storage. The company's 

breezy copywriting doesn't hurt either.  

Hightail 

Originally YouSendIt, Hightail was one of the first companies 

that latched on to the 'fire huge files across the internet' 

thing, and it's grown rapidly since being founded in 2004. 

The free 'lite' plan - 50MB transfers, 2GB storage - looks a 

touch limited these days, but the company's longevity is re-

assuring, and its enterprise options will appeal to corporates.  

Adobe Send Now 

If you're in the design industry, large files are a big part of 

life. Massive high-res images, audio, video, magazine PDFs, 

the works. Adobe offers SendNow for $19.95 annually, and 

beyond straightforward sending, you also get file-tracking 

and a handy 'convert to PDF' option for your money.  

Egnyte 

Most services for sending large documents are aimed at the 

widest possible market, but Egnyte has concentrated on the 

enterprise. Security, back-up, granular permissions and 

speed are central to the service, which starts at $8 per em-

ployee per month for between five and 24 employees. This 

plan includes 1TB of storage and comes with a 2.5GB maxi-

mum file size.  

 

  

http://searchdatabackup.techtarget.com/definition/removable-media
http://searchcio-midmarket.techtarget.com/definition/file-sharing
http://www.dropbox.com
http://www.box.com
http://www.sugarsync.com
http://www.mediafire.com
http://www.wetransfer.com
http://www.wetransfer.com/questions
http://www.hightail.com
http://www.acrobat.com/sendnow/en/home.html
http://www.egnyte.com

